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ü AlienLM builds an alien language and a translator to hide

plaintext from the server-side LLM. 

ü AlienLM remains robust under recovery attempts.

ü AlienLM sustains at least 81% of the original model

performance without data leakage.

Concept: Build the Alien Language!
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Ideal Alien Language: less readable, 
more learnable

Translator: Encode/Decode w/ different vocab

Edit distance
(opacity)

Embedding similarity
(learnability)

Main Result: Maintains 81%~ of original Perf.

Recovery Attempts: Observer scenarios
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Domain-specific Fine-tune(Code&Math) 

ü FT w/ additional domain data yields consistent

gains (Code +3.4, Math +5.1).

ü General data helps recover general knowledge
Alienization Ratio: Privacy-Performance Trade-off 

ü Alienization ratio controls privacy-

performance trade-off

Privacy Performance

Privacy Performance

Contributions

ü Sentence-level recovery < 11.6 BLEU

ü Vocab-level recovery < 0.39%
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